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Abstract—In this paper we address the issue of trust in cloud 
computing. We propose a novel architecture for cloud trust 
management system in which various sources of trust related 
information are utilized and different trust mechanisms are 
combined. This includes using distributed Cloud Trust Protocol 
CTP), Consensus Assessment Initiative Questionnaire (CAIQ), 
trust aggregation and reputation mechanisms. Trust related 
information is presented and processed in terms of opinions 
formalized in subjective logic. 
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I.  INTRODUCTION  
Over the recent years cloud computing has come to be 
considered an important technology, allowing users to remotely 
share the various resources over the internet. Through 
virtualisation and job scheduling, cloud computing can be 
employed in a unified manner. Despite the numerous advantages 
of using the cloud, cloud users may have some concerns 
regarding how to control their data and how to make sure that no 
one can access it except the owner. Another issue is availability, 
since online services, are bound to have downtime, and therefore 
data may not be available when the user needs them. Hence, trust 
needs to be built between the customers and the providers 
offering cloud services. Cloud trust management systems [1], 
[2], [3] are responsible for calculating the trustworthiness and 
finding the trustworthy ones. This is done based on trust and 
reputation models which translate the nature of different 
attributes such as data governance, compliance to the 
regulations, information security. Trust and reputation (TR) 
systems are example of how to build trust in various service 
environments. These systems provide TR models which are 
useful in decision making but most of them don’t consider 
multiple attributes such as security, compliance and data 
governance [4]. 
The role of transparency was further acknowledged by the 
development of Cloud Trust Protocol (CTP) [6], [7]. CTP is a 
high-level protocol to achieve cloud providers’ transparency by 
a query/response mechanism allowing the (potential) users to 
query providers about trust related information. Starting with the 
high-level specification [6], [7] the protocol has got very 
recently the proposed API [19] which brings it closer to the 
implementation stage. 
Building upon these developments, in this paper we propose 
a novel architecture for cloud trust management system in which 
various sources of trust related information are utilized and 
different trust mechanisms are combined. This includes using 
distributed CTP, CAIQ, trust aggregation and reputation 
systems. This is done by using the trust information acquired by 
the CTP and the feedback of the users who already used services 
offered by the cloud service provider to assess the service quality 
using the CAIQ assessment. 
We present an infrastructure for the system which provides 
with the capability to use the CTP, ask for assessments, calculate 
the digital trust for providers and ask for queries based on the 
stored trust values. This consumer assessment reflects the 
satisfaction of the user which have to be a main factor affecting 
the digital trust value. This will be achieved by using a MCQ 
questionnaire designed especially for the cloud consumer. The 
user opinion is extracted from the questionnaire answers using 
subjective logic operators AND and Consensus from [22], [23], 
[27] applied to binomial opinions represented by quadruples of 
real values, each within an interval [0…1]. Further subjective 
logic operators are used to aggregate the opinions of different 
users taking into account the timing of the assessments. Finally, 
the aggregated opinions are visualized using barycentric 
coordinates as points within a triangular area and depending on 
the sub-area they fall categorized into one of size classes: very 
good, good, very bad, bad, unnamed and very uncertain. 
The rest of the paper is organised as follows: Section 2 
reviews the related works and presents the background 
information related to our work. Section 3 and 4 demonstrate the 
suggested framework and the proposed assessment technique 
respectively. Section 5 concludes this paper. 
II. BACKGROUND 
A. Cloud Trust Protocol (CTP) 
The Cloud Trust Protocol (CTP) is a protocol which enables 
the cloud service consumers to request and retrieve trust related 
information from the cloud service provider [6], [7]. The 
information received is concerning the main attributes used in 
the assessment of any service. These attributes are security, 
integrity, compliance, privacy, and operational security history 
of service elements. CTP enables the cloud users to ask and get 
answers about the configuration and all the other specifications 
  
shown in [15]. This helps the user to do the assessment for the 
cloud service provider and regain the control in his/her hand 
[15]. 
The main purpose of CTP is to generate an evidence that 
everything is running based on the SLA agreement between the 
cloud user and the provider. CTP introduces a Transparency-as-
a-Service (TaaS) used to perform monitoring with evidence 
based assurance. These evidences are based on pieces of 
information called the elements of transparencies. They offer 
testimony regarding important security configuration 
functional-characteristics for all those systems which potentially 
integrated with computing cloud. It  also used to determine 
which cloud is best suited in order to meeting their processing 
requirements [16]. 
The CTP describes how the cloud consumer asks about an 
element of transparency (EoT) and how to package the answer. 
This is done through request/response technique over 24 
Elements of Transparency (EoT). The 24 EoT represent all the 
types of requests that the cloud user can ask from the cloud 
service provider. The first two EoT represents the initiation and 
the termination of any CTP session. The other 22 EoT are used 
for getting information about specification and control oriented. 
They can be classified by type to evidence requests, provider 
assertions, provider notifications, policy introduction, SCAP 
and extensions or by family to Configuration, Vulnerability, 
Anchoring, Audit Log, Service Management, Service Statistics, 
Provider Capability and service Claims, Alerts, Users and 
Permissions, Configurations, Anchoring, Quotas, Alerts and 
Client defined [16]. The CTP is designed as an adaptable 
protocol to be adjusted according to the digital trust 
requirements of the cloud consumers and the functional 
situations of the cloud provider. 
The CTP data model represents security, compliance and 
data governance attributes that can be queried by CTP clients. It 
was represented by using 10 structures. These structures are 
customer, service view, asset, attribute, measurement, metric, 
trigger, log entry, result and objective [19]. These structures 
represent the services offered through services, characterize the 
elements of the cloud system (physical or ethereal) through 
asset, a set of security attributes measured by measurements and 
characterized through attribute while the standardization of 
measurements is described in metric and trigger and Log entries 
are used to describe request/response situations regarding some 
measurements required by the consumer [19]. The CTP API uses 
the RESTful API for performing the request/response queries 
through HTTP methods such as GET, PUT, POST and 
DELETE. 
B. CAIQ Assessment 
CTP provides a way for the user to request evidence or 
certificates from the cloud service provider regarding the 
operation of a specific service. This information gives the user a 
whole picture about what he should expect while running the 
service. The client after using the service may have a feeling or 
an evidence based on experimentation that the service was done 
correctly according to the description given by the provider or 
differ which violates SLA agreement between the cloud provider 
and the consumer. Based on this information we aim to give the 
cloud provider the ability to assess his own service (self-
assessment) and to give the user the capability to assess the 
service again after using it (feedback assessment). The two 
assessments increase make the output trust values more reliable 
by describing not only the service specifications but also the real 
behavior of the service. 
The Cloud Security Alliance (CSA) generated a spread sheet 
containing 140 yes/no questions known as the Consensus 
Assessments Initiative Questionnaire (CAIQ) which covers the 
main attributes –compliance, data governance, and ...etc.– and 
used in the assessment process [5]. The CAIQ covers 98 controls 
under its framework. Each control has one or more questions 
about various cloud providers’ capabilities and competencies. It 
is adopted to offer cloud customers a means of querying the 
providers without compromising infrastructure security; the 
questionnaire will also help to reduce the cloud providers burden 
of answering myriad queries. It is intended to assist both the 
cloud customer and cloud auditor in evaluating a potential  cloud 
provider [5], [17], [18]. 
Self-assessments vs assessments by the clients: There are two 
types of assessments. The first type is a self-assessment 
operation. This type enables the cloud service provider to assess 
its own service behaviour. This was done before in many papers 
using the normal CAIQ assessment questionnaire [3], [21]. The 
trust value calculated from this type reflects only the service 
provider view but not the client. This is one-way trust relation 
between the provider and the client which is not sufficient. Trust 
relation have to be also based on customer’s feedback for their 
usage of the services offered by a cloud service provider. So, the 
second type of assessments is those done by the clients based on 
their experience. Until now the Cloud Security Alliance (CSA) 
didn’t make a specific version of the CAIQ questions to the 
cloud consumers. However, the Smals ICT for society group 
generated a two cloud security assessment models that can be 
used by clients whether they are normal clients or experts [20]. 
The normal client assessment model was usually used to 
compare between the service specification the client needs with 
the specifications offered by all the service providers while the 
expert client assessment enables the cloud consumer to assess 
the security level of a cloud service offered by a Cloud Service 
Provider. This can be done by answering questions –not only 
MCQ– covering four main characteristics expected of the cloud 
service: Governance, Identity and Access Management (IAM), 
IT Security and Operational Security. In this papers, we are 
going to use the expert client assessment model and we are going 
to select the questions that can be answered by Yes or No. 
C. Subjective Logic over Subjective Opinions 
Subjective logic extends standard logic and takes into  
consideration the uncertainty and the belief ownership. It is 
suitable for considering models with uncertainty and incomplete 
knowledge which is essential for  the assessment method we use. 
The advantage of using subjective logic is the ability to 
distinguish between certain and uncertain conclusions as the 
uncertainty is taken in consideration in their calculations. 
Subjective logic presents operations that work over the 
subjective opinions (binomial subjective opinions in our case) 
such as addition, subtraction, complement, multiplication, 
  
comultiplication [22], [23]. For the purpose of this paper we are 
only interested  in multiplication and consensus of opinions. 
A binomial opinion over a variable x is represented in 
subjective logic by a quadruple of real numbers 𝜔𝑥 =
(𝑏𝑥, 𝑑𝑥 , 𝑢𝑥, 𝑎𝑥)  all from the interval [0…1], subject to the 
constraint 𝑏𝑥 + 𝑑𝑥 + 𝑢𝑥 = 1 . They are referred to as belief, 
disbelief, uncertainty and relative atomicity of x, respectively 
[22], [23]. Both the user and the provider opinions are expressed 
as binomial opinions. These binomial opinions are calculated 
based on the answers of multiple choices questionnaires 
designed specifically  to assess the service from two different 
views (provider and user). We are going to use binomial 
operators such as product and consensus to calculate the overall 
provider and user opinion towards a specific service. 
In section IV we define how opinions are calculated based 
on users’ responses to questionnaires.  
1) Multiplication of Opinions:  
The multiplication (logic AND operator) between 
opinions  𝜔𝑥1 and 𝜔𝑥2  is denoted by  𝜔(𝑥1⋀𝑥2) =
(𝑏(𝑥1⋀𝑥2), 𝑑(𝑥1⋀𝑥2), 𝑢(𝑥1⋀𝑥2), 𝑎(𝑥1⋀𝑥2)). 
𝑏(𝑥1⋀𝑥2)
= 𝑏𝑥1𝑏𝑥2 +
(1 − 𝑎𝑥1)𝑎𝑥2𝑏𝑥1𝑢𝑥2 + 𝑎𝑥1(1 − 𝑎𝑥2)𝑢𝑥1𝑏𝑥2
1 − 𝑎𝑥1𝑎𝑥2
 
𝑑(𝑥1⋀𝑥2) = 𝑑𝑥1 + 𝑑𝑥2 − 𝑑𝑥1𝑑𝑥2  
𝑢(𝑥1⋀𝑥2) = 𝑢𝑥1𝑢𝑥2 +
(1 − 𝑎𝑥2)𝑏𝑥1𝑢𝑥2 + (1 − 𝑎𝑥1)𝑢𝑥1𝑏𝑥2
1 − 𝑎𝑥1𝑎𝑥2
 
 
𝑎(𝑥1⋀𝑥2) = 𝑎𝑥1𝑎𝑥2  
With a projected probability of 𝑃(𝑥1⋀𝑥2) = 𝑃𝑥1𝑃𝑥2[22], [23]. 
2) Consensus opinion of two opinions:  
 
Given two opinions the consensus opinion is meant to reflect 
both opinions in fair and equal way. Assume the agents 𝐴 and 𝐵 
have opinions 𝜔𝑥
𝐴 = (𝑏𝑥
𝐴, 𝑑𝑥
𝐴, 𝑢𝑥
𝐴, 𝑎𝑥
𝐴)  and 𝜔𝑥
𝐵 =
(𝑏𝑥
𝐵, 𝑑𝑥
𝐵, 𝑢𝑥
𝐵 , 𝑎𝑥
𝐵) about a common variable  
x , respectively. The consensus opinion denoted by 𝜔𝑥
𝐴,𝐵 =
𝜔𝑥
𝐴⨁𝜔𝑥
𝐵 = (𝑏𝑥
𝐴,𝐵, 𝑑𝑥
𝐴,𝐵, 𝑢𝑥
𝐴,𝐵, 𝑎𝑥
𝐴,𝐵) is defined by  
𝑏𝑥
𝐴,𝐵 =
𝑏𝑥
𝐴𝑢𝑥
𝐵 + 𝑏𝑥
𝐵𝑢𝑥
𝐴
𝓀
 
𝑑𝑥
𝐴,𝐵 =
𝑑𝑥
𝐴𝑢𝑥
𝐵 + 𝑑𝑥
𝐵𝑢𝑥
𝐴
𝓀
 
𝑢𝑥
𝐴,𝐵 =
𝑢𝑥
𝐴𝑢𝑥
𝐵
𝓀
 
𝑎𝑥
𝐴,𝐵 =
𝑎𝑥
𝐵𝑢𝑥
𝐴 + 𝑎𝑥
𝐴𝑢𝑥
𝐵 − (𝑎𝑥
𝐴 + 𝑎𝑥
𝐵)𝑢𝑥
𝐴𝑢𝑥
𝐵
𝑢𝑥𝐴 + 𝑢𝑥𝐵 − 2𝑢𝑥𝐴𝑢𝑥𝐵
 
Where 𝓀 = 𝑢𝑥
𝐴 + 𝑢𝑥
𝐵 − 𝑢𝑥
𝐴𝑢𝑥
𝐵, and this operator can’t be applied 
on vacuous (𝑢𝑥 = 1)  or dogmatic (𝑢𝑥 = 0) opinions. It is 
conditioned to be applied for uncertain opinions (0 < 𝑢𝑥 < 1) 
only [27].  
III. PROPOSED SYSTEM ARCHITECTURE  
Fig. 1 shows the infrastructure for the proposed trust 
management system. Any user might be a member of an 
organization, a group of users. For every group of users there 
exist a local trust server (LTS/RqMg). The LTS/RqMg is used 
as a local trust server while calculating the trustworthiness for a 
specific provider and as a request manager in the case of 
applying the CTP protocol. For every cloud, a receiving 
manager (RsMg) is used to respond to the request sent by the 
RqMg in the CTP protocol. A general trust server (GTS) is used 
to collect and store the overall trust values for the service 
providers in assessment operations and to just route the 
requests/responses in the CTP protocol. In the assessment 
operation, a CAIQ engine is used to store the CAIQ questioners 
and the assessed questioners from the users. 
The system is designed to use the CTP protocol in order to get 
trust information about any service provider and based on this 
information an assessment could be done in order to get the 
digital trust for this provider. So, the system is working in 3 
modes: CTP protocol, CAIQ assessment, and trust retrieving 
requests which asks the LTS and the GTS to give the user a list 
of all the providers offering a specific service based on their trust 
values. As shown in  Fig. 1, Users can be fitted into two different 
group structures. A single separate user can build his own group 
and uses the GTS directly and as the group now consists of only 
one user, LTS doesn’t add any additional feature to that 1-user 
group. For multi-users group, a Local Trust Server (LTS) is used 
for trust referencing while only one general Trust Server (TS) is 
used for the cloud. The LTS is used only within its group of 
customers. It is used to answer client trust requests locally 
depending on the assessments from the other clients inside the 
organization which are stored inside LTS. If the data stored in 
the LTS is not sufficient to answer a trust request from the 
customer -the client request trust information about new service 
or unassessed service– or it is out of date, the general TS is used 
as a reference to the LTS. The GTS also is used directly to 
answer trust requests from the normal separate users, that are not 
inside any organization. The GTS acts as an accumulator for all 
LTSs trust data. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1: Proposed system infrastructure. 
  
 
Local Trust Server (LTS): The LTS contains trust data 
about what already assessed by any member of its group. It is 
initially empty. Once a customer assesses a specific provider, 
an entry will be added containing trust knowledge about this 
specific provider service and a copy of the calculated trust 
knowledge will be sent to the general trust server GTS. The 
trust data inside the LTS is organized in the following form 
shown in Table I. 
Table I: Trust data inside a LTS. 
Domain 
URL (name) 
Service 
Type 
Trust 
Value 
Boolean 
Trust 
Decision 
Time 
… … … … … 
 
Table II: Services' thresholds.3 
Service Type Threshold Trust Value 
… … 
The trust value entry contains the trustworthy value 
calculated from each requested service, shown in Service Type 
entry, from a specific provider, shown in Domain URL entry, 
using Propositional Logic Terms PLTs. [3], [22], [23] Based on 
the threshold trust values stored in table II for each service type, 
a true/false trust value is calculated and stored in Boolean Trust 
entry. The decision time will be recorded in order to use it in 
updating the table. 
General Trust Server (GTS): The general Trust Server TS 
contains all the trust data gathered from all LTS servers and the 
separated single users’ assessments. The CTP protocol needs 24 
bits to identify 24 elements of transparency EoT. Also, the 
provider domain name and the required service name (code) are 
needed also. So, the request can be designed shown in table III. 
Table III: Request format. 
00 CTP 
01 CAIQ 
1d Query 
Domain 
Name 
Service 
(Code) 
24 bits to express 24 EoT 
items. The element required 
its bit is settled to 1. 
 
Importance of LTS with GTS: Let’s consider the case that 
we have two providers X and Y offer the same service and both 
are trustworthy. Assume also due to the bad distribution of 
provider X servers there is a place L where the service is not 
worked correctly. However, providers X and Y are offering a 
good service, place L users doesn’t find it is not a good decision 
to ask X for the service and it is better to ask Y. This problem 
may appear also because of the incompatibility of the 
organization’s hardware network structure with a specific 
provider demands. Because of that, LTS is very important in the 
case of assessment based on the typology. It contains a list of all 
the cloud service providers that offer services already used, 
assessed and verified to be trusted from users share the same 
organization. That overcomes the problem that the physical 
infrastructure between the cloud service provider servers and the 
client didn’t count in the assessment operation. The details of 
different requests/responses that can be provided over the 
proposed system are shown below: 
 
 
 CTP request/response: 
o The user asks for information relating to CTP. A 
CTP initiation request is sent with 00 leftmost flag. 
Once the initiation request is approved, CTP EoT can 
be requested also with 00 leftmost flags. 
o The LTS/RqMg now is working as a RqMg. The EoT 
bits are asserted according to the requests required. 
o The request is sent to the GTS which acts now as a 
router. It tells the request where should it go. 
o Once the CTP is received at a cloud, the RsMg is 
responsible for the response also with 00 leftmost 
flag. 
o The response is sent back from the RsMg to the 
RqMg via the GTS and then is delivered to the user. 
 CAIQ Assessment request/response: 
o For those users who already used the CTP protocol 
to get trust information about a specific service 
provider, it is allowed to assess them. 
o An assessment request is sent with 01 leftmost flag 
from the user to the LTS/RqMg which now works as 
a LTS. 
o The request is forwarded from the LTS to the GTS 
which asks the CAIQ engine for the CAIQ 
questionnaire. 
o The CAIQ questionnaire is sent back to the user via 
GTS and LTS servers. 
o Once the user has finished the assessment, the trust 
value is calculated and stored at the LTS and a copy 
of it also will be sent to the GTS. So, now LTS 
contains entries for all the providers assessed from a 
member of the same organization with their trust 
values generated only from it while GTS contains 
entries for all the providers assessed from all 
organizations with the updated trust values. 
 Trust query request/response: 
o The cloud consumer can ask for a list of all the 
providers offer a specific service. This is a request 
with 1d leftmost flag. This request has one of two 
destinations, either LTS or GTS. 
o The LTS send a response directly if there exist at 
least an entry in his table with an accepted Boolean 
trust (true) and not timed out for the provider offer 
this service. 
o If LTS has no direct answer or is not Boolean trusted 
or there was an entry but timed out, the request will 
be forwarded to the GTS which answers it. 
o Every amount of time, all the entries exist in the 
LTS’s table which are timed out have to be updated 
from the GTS throw updating request. 
IV. PROPOSED ASSESSMENT TECHNIQUE 
We suggest to use assessments based on Yes, No and 
Unknown answers. There are two types of assessments. (i) The 
provider self-assessment. (ii) The cloud consumer assessment. 
we will use the provider self-assessment technique shown in [3] 
to generate the initial trust value. In this paper, we provide a 
  
consumer assessment to evaluate the service offered by a 
provider. A Yes/No questionnaire is used to get an overall idea 
about the consumer experience while using the service. The 
consumer questionnaire answers are represented by a binomial 
subjective opinion. This binomial opinion is visualised inside 
Barycentric Coordinates in order to classify it into one of rating 
classes which is used to find the aging factor which is 
responsible for updating the initial trust value. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A. Barycentric Coordinates and Opinion Visualization 
The Binomial subjective opinions 𝜔𝑥 = (𝑏𝑥 , 𝑑𝑥 , 𝑎𝑥, 𝑢𝑥) can be 
visualized using the Barycentric coordinates inside a triangle 
with uncertainty, belief and disbelief vertices as shown in Fig. 2. 
The triangle used here is equal sides. The opinion is represented 
as a center of gravity (barycenter or geometric centroid) of 
locating three masses 𝑀𝐴, 𝑀𝐵  and 𝑀𝐶  at the triangle vertices. 
These masses are located over three axis perpendicular over the 
opposite triangle side of each vertex. These masses are 
represented 𝑏𝑥 , 𝑑𝑥  and 𝑢𝑥  respectively. The base rate 𝑎𝑥  is 
represented by a point in the base. The line connecting the u 
vertex to the point represented by 𝑎𝑥 is called the director. The 
projected probability 𝑃𝑥 of an opinion 𝜔𝑥 can be determined by 
drawing a line from the opinion point 𝜔𝑥 to the base and parallel 
to the director line. 
For homogenous Barycentric coordinates, the edges are 
normalized in order to achieve 𝑏𝑥 + 𝑑𝑥 + 𝑢𝑥 = 1 . The 
projected probability can be calculated as follow, 𝑃𝑥 = 𝑏𝑥 +
𝑢𝑥𝑎𝑥. 
Opinions can be visualized more in details by applying the 
fuzzy concepts in the Barycentric coordinates in order to get a 
classification for every opinion. In our model, we have 6 rating 
classes for the opinion represented inside the triangle as shown 
in Fig 3. These classes are: very good, good, very bad, bad, un-
named, and very uncertain classes. This classification is based 
on the values of the belief 𝑏𝑥, disbelief 𝑑𝑥, and uncertainty 𝑑𝑥. 
Table IV shows the ranges of these three variables inside each 
region. 
Table IV 
Region Belief Disbelief Uncertainty 
Very Good 
Certain 
𝑏𝑥 ≥ 0.5 𝑑𝑥 < 0.5 𝑢𝑥 < 0.5 
Good 
Certain 
0.25 < 𝑏𝑥 < 0.5 𝑑𝑥 < 0.25 𝑢𝑥 < 0.5 
Very Bad 
Certain 
𝑏𝑥 < 0.5 𝑑𝑥 ≥ 0.5 𝑢𝑥 < 0.5 
Bad 
Certain 
𝑏𝑥 < 0.25 0.25 < 𝑑𝑥 < 0.5 𝑢𝑥 < 0.5 
Unnamed 
Certain 
0.25 ≤ 𝑏𝑥 < 0.5 0.25 ≤ 𝑑𝑥 < 0.5 𝑢𝑥 < 0.5 
Very 
Uncertain 
--- --- 𝑢𝑥 ≥ 0.5 
 
Collecting Opinions, Aggregation, and Aging 
Providers have the ability to assess their services themselves. 
This produces an initial trustworthiness value for every provider 
service. In this paper, we are giving the user the power to 
reassess that service based on his experience dealing with it. 
Consumers’ opinions should be collected somehow and propose 
a technique of how these opinions are going to changes the initial 
assessment (aggregation and aging). 
 
Aggregation of new  and old  opinions 
An agent is allowed to rate any service by simply answering 
the MCQ questionnaire provider for consumers. From the 
agent’s answers we can calculate his opinion 𝜔𝑥 =
(𝑏𝑥, 𝑑𝑥 , 𝑢𝑥, 𝑎𝑥)  via subjective logic (AND and Consensus). 
This opinion will be visualized via Barycentric coordinates. The 
opinion is going to be classified into one of six predefined 
different rating levels based on its location inside the 
Barycentric triangle. The reputation score is going to be 
changed by an aging factor which is different from each rating 
class to other. 
The simplest way to do the aggregation of ratings is by using 
the simple addition. This can be done by using an aggregation 
constant  𝜆 ∈ [0,1]. The value of 𝜆 is the factor that control the 
rapidity whether by increasing or decreasing it as a function of 
time. The aggregation has no effect on the original ratings if 
𝜆 = 0 and completely forgotten after a single time period while 
it has the largest effect with 𝜆 = 1. 
Let’s define 
 𝑟𝑦,𝑡 is the initial rating value (only provider) generated 
from the provider self-assessment for service  𝑦. 
 𝑅𝑦,𝑡
𝑥  is the old rating value (provider and user 𝑥) over 
time 𝑡 for service 𝑦. 
 𝑅𝑦,(𝑡+1)
𝑥  represents the overall (provider and user 𝑥) new 
accumulated rating value after time period 𝑡 + 1  for 
service 𝑦. 
 
Figure 2: A binomial opinion representation inside Barycentric 
coordinates. 
 
Figure 3: A binomial opinion rating classification. 
  
 𝑅𝑦,(𝑡+1) represents the overall (provider and all users) 
new accumulated rating value after time period 𝑡 + 1 for 
service 𝑦. 
In order to give a permission to any user to do the assessment 
any number of time, our method of calculating the reputation 
(rating) value generated from any agent 𝑥  towards service 𝑦 
depends not only on the current opinion outcome factor 𝑘𝑡+1 
but also on the previous one 𝑘𝑡. The idea behind doing another 
assessment is to remeasure the reputation again and produce 
new value instead of the generated old one. so, our method 
based on updating the overall reputation value with the new 
opinion and removing the old one for all the users that do many 
assessments. 
Assuming that the value of previous opinion outcome factor 
for those agents that do their first assessment is 𝑘𝑡 = 0. The 
new accumulated rating 𝑅𝑦,(𝑡+1)after time period 𝑡 + 1 can be 
expressed as: 
 For the first user assessment: 𝑅𝑦,(𝑡+1)
𝑥 = 𝜆′ + 𝑟𝑦,𝑡 where 
0 ≤ 𝜆′ ≤ 1, 𝜆′ = (𝑘𝑡+1 − 𝑘𝑡)𝜆. 
 For any user assessment except the first one: : 𝑅𝑦,(𝑡+1)
𝑥 =
𝜆′ + 𝑅𝑦,𝑡
𝑥  where 0 ≤ 𝜆′ ≤ 1, 𝜆′ = (𝑘𝑡+1 − 𝑘𝑡)𝜆.  
The overall reputation (rating) generated from all users 𝑥 ∈ 𝑋 -
where 𝑋 is the set of all users did the assessments-  is simply 
generated from the average overall users’ ratings as follows: 
𝑅𝑦,(𝑡+1) =
∑ 𝑅𝑦,(𝑡+1)
𝑥
𝑥∈𝑋
|𝑋|
 
 
The previous way of collection users’ opinions depends only on 
the last assessment of each user by removing all the history 
created before. Another way of collecting users’ opinions is to 
do the aggregation between the last assessment outcome for 
each user with an aged value of the history generated by the 
same user. Let’s define an aging factor Λ ∈ [0 … 1]. The value 
of Λ determines the history ratio of the user’s opinions that 
contributes with the new opinion to generate the current 
reputation value of the user towards any service. The history is 
forgotten as shown in the previous method if Λ = 0  and 
contributes with the full ration if Λ = 1. [25] 
The new accumulated rating 𝑅𝑦,(𝑡+1) after time period 𝑡 + 1 
can be expressed as: 
 For the first user assessment, there is no assessment 
history for the user 𝑥 towards the service 𝑦. So, there is no 
need for doing any form of aging here in the first user 
assessment: 𝑅𝑦,(𝑡+1)
𝑥 = 𝑘𝑡+1𝜆 + 𝑟𝑦,𝑡 where 0 ≤ 𝜆 ≤ 1. 
 For any user assessment except the first one: 𝑅𝑦,(𝑡+1)
𝑥 =
𝑘𝑡+1 × 𝜆 + Λ × 𝑅𝑦,𝑡
𝑥  where 0 ≤ 𝜆 ≤ 1. 
o For decreasing the effect of the history we use Λ =
0.01. 
o For increasing the contribution of the history in the 
calculation of the current reputation value we use 
Λ = 0.99. 
The average rating ℝ𝑦,(𝑡+1)
𝑥  generated by user 𝑥 towards the 
service 𝑦 at the current time 𝑡 + 1 is calculated as follows: 
ℝ𝑦,(𝑡+1)
𝑥 = (𝑅𝑦,(𝑡+1)
𝑥 )/(ℕ) 
Where ℕ is the number of assessments for the user 𝑥 towards 
the service 𝑦. 
The overall reputation (rating) generated from all the users 
𝑥 ∈ 𝑋 were X is the set of all users did the assessments is 
generated from averaging all the users; average ratings as 
follows: 
ℝ𝑦,(𝑡+1) =
∑ ℝ𝑦,(𝑡+1)
𝑥
𝑥∈𝑋
|𝑋|
 
 
The value of k is determined as follow and depends on the rating 
class for the consumer opinion: 
 For very good and certain class (𝑘 = 1). 
 For good and certain class (𝑘 =
1
2
). 
 For very bad and certain class (𝑘 = −1). 
 For bad and certain class class (𝑘 = −
1
2
). 
 For un-named and certain class (𝑘 =
1
4
 if 𝑃𝑥 ≥ 0.5 and 
𝑘 = −
1
4
 if 𝑃𝑥 < 0.5) 
 For very uncertain class (𝑘 = 0). 
Overall description for the assessment technique 
Provider Side: We will use the same CAIQ assessment used 
before from the providers to assess their own services and create 
their own initial trust value.[3] 
Consumer Side: This is our contribution of giving the consumer 
the ability to reassess the services and modify the initial trust 
values generated by the providers based on the clients’ 
experience with the service offered. The clients have their own 
version of questionnaire which is similar to the providers CAIQ 
but from the client point of view. This questionnaire gives the 
overall opinion of the user to a specific service. The 
questionnaire is based on four attributes Governance, Identify 
and Access Management, IT Security and Operational Security. 
Each attribute has a number of sub-attributes. The overall client 
opinion can be calculated from the questionnaire as follows: 
1. For each sub attribute calculate 𝜔𝑠𝑢𝑏 =
(𝑏𝑥,𝑠𝑢𝑏 , 𝑑𝑥,𝑠𝑢𝑏 , 𝑢𝑥,𝑠𝑢𝑏 , 𝑎𝑥,𝑠𝑢𝑏)  based on the Yes/No 
answers including the of the not applicable. 
𝑏𝑥,𝑠𝑢𝑏 =
𝑝
𝑝 + 𝑛 + 𝑚
 
𝑑𝑥,𝑠𝑢𝑏 =
𝑛
𝑝 + 𝑛 + 𝑚
 
𝑢𝑥,𝑠𝑢𝑏 =
𝑚
𝑝 + 𝑛 + 𝑚
 
𝑎𝑥,𝑠𝑢𝑏 =
1
2
 
Where 𝑝 is the number of Yes answers, 𝑛 is the number 
of No answers and 𝑚 is the number of the unknown 
answers [28]. 
2. For each attribute, calculate the product of all the 
opinions generated for all the sub attributes inside that 
attribute 𝜔𝑎𝑡𝑡 = ∏(𝜔𝑠𝑢𝑏). 
3. For sub-opinions with some uncertainty, the overall 
opinion will be collected by the consensus operator 
assuming that all the four attributes assess the service 
from different point of view 𝜔𝑥 =
𝜔𝑥
𝑎𝑡𝑡1⨁𝜔𝑥
𝑎𝑡𝑡2⨁𝜔𝑥
𝑎𝑡𝑡3⨁𝜔𝑥
𝑎𝑡𝑡4. 
  
4. For sub-opinions with 0 or 1 uncertainty, the overall 
opinion will be generated by simple product operator 
between them. 
5. The user’s opinion is going to be visualized using 
Barycentric coordinates in order to know the aging 
factor 𝑘 of the user’s opinion on the initial trust value 
generated by the provider. 
6. Do the aggregation where 𝜆 is the aggregation value 
Fixed. 
V. CONCLUSION 
We can conclude that the suggested network infrastructure 
gives the user the ability to request CTP information, do 
assessments via questionnaires and query the general trust 
server to get a snapshot of old trust information for a specific 
provider. Moreover, to have reliable trust, not only the 
providers should do the services assessments but also the users. 
For the user’s multiple assessment, it is sufficient to keep the 
latest rating extracted from his opinion without aging. The 
ongoing work is to do tests over the suggested assessment 
technique, in particular using barycentric coordinates for 
visualization.   This paper assumes that every user is a trusted 
user which means that his opinion affects the trust without any 
revision. The future work is to detect and remove the untrusted 
users (malicious users) before doing the assessment. 
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